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End Node
Definition

Any IT, OT, or
Telco hardware

or software that
requires remote
accessvia
multiple
protocols.

Ericsson Nikola Tesla

Fragmented, Reactive, and Unaudited

Operations of End Nodes

Complicated
Access to the
end Node

Teams —

Passive Data

Lack of

Integration
Data &

] Al/ML Teams
Reactive

manual
support

Competence Domain
Integration Teams

End Node
Owners

Operational Assurance
L1-L3

Security Teams &
Auditors
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ENT  Data Monetization through Unified,
Secure, and Proactive Operations
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Data™, when, | ‘l OWL toolset supports data transformation into
e 1 T actionable knowledge, enabling informed
Understanding decision-making and value creation through data

monetization.
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\ OWL Solution

Basic Components & Benefits

Consolidated Access\
List

One click away Remote
Access

User and Groups
Access Control

No VPN as Access
established via web
browser https

Identify suspicious
activities based on MITRE
ATT&CK

Early threat detection

Automated actions to
eliminate attacks

Security Alerts J
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Apache Guacamole’

Access Connection

MITRE | ATT&CK

ML/AI
Analysis&Control

Developed

Data Collection

ITSM
Integration

To be developed per request

chrity Audits

Easier Troubleshooting
Quick Search

GUI sessions search via OCR

Easy session reconstruction of
performed actions

Session recording

Text transcript of entire session

Reduced response time for
problem resolution

Automated KMDB update
Known Error management

Competence Build-up

(est practices sharing




Session Recording

ENT  Security Analysis T

Apache Guacamole
User-Browser [—W Remote Access —»| LogIngestion

Pipeline

Hardware:

« HPE DL360 Gen10 Chunk Kafi .
_ cnerstor [ P| sessionChumks || Reonderang Content
« CPU: 2x Intel Xeon Gold 5317 @ 3.00 GHz (24 Generat Session® |
cores, 48 threads) J,
- RAM: 128 GB DDR4
- GPU: NVIDIA L4 (24 GB GDDRG6, Ada Lovelace gent Based.
architecture) :

1

MCP Tools Interface

LLM Model:

* Qwen2.5-14B-Instruct, a 14.8 billion parameter
decoder-only transformer model

* The model uses Grouped Query Attention (GQA) .
* Model inference is served by Ollama Avro Shema Kafka

Validation — P Security Events — Elasticsearch
« The application layer communicates through
LiteLLM 1.52.9 i

csson kol Tosia + MITRE ATT&CK knowledge base are mediated o
via the Model Context Protocol (MCP) Kibana Visualization

Vector DB —MITRE
ATT&CK
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N s Security Anomaly Detection
Automation & Reporting

Average processing Average number of ¥¢ Last analyzed session ID
time commands

hrzgtuas00032_Inocakos_20260910_102951_ssh
60 1 4 * Session processing timestamp
Total threat stats 39 /100 10.09.2026 = 10-31 -47

% Processing duration

1S s

Hostname

hrzgtuas00032 Inoakos

Commands executed Threat level

5 |  MEDIUM

Timestamp Username Hostname Processing_Tim Risk_Score Threat_Level commands
10.09.2026 Inoakos hrzgtuas00032
10.C 026 2 Inoakos hrzgtuas00032
10.09.2026 ‘ Inoakos hrzgtuas00032
10.09.2026 3 Inoakos hrzgtuas00032
10.09.2026 Inoakos hrzgtuas00032 z 0 history -¢
07.09.2026 s livavra hrzgtuas00032
07.09.2026 2 Inoakos hrzgtuas00032
07.09.2026 : Inoakos hrzgtuas00032
07.09.2026 2 Inoakos hrzgtuas00032
07.09.2026 livavra hrzatuas00032

MITRE ATT&CK Analysis
username
Roaite Attack_ID Attack_Tactic Findings

T1548.003 T1070.003 stealth privilege-escalation Sudo and Sudo Caching

livavra
Clear Command History

Security_Findings Evidence Session_Summary Intent
User attempted to install Docker using sudo, which Attempted to run Docker commands Used sudo to The ar logged into the system and Attempt to deploy or access containerized
" » failed due to lack of permissions, indicating an inter install Docker Failed due to insufficient privileges identified themselves. They checked the environments by installing Docker,
Ericsson Nikola Tesla : : : e
to escalate privileges. User cleared command history, Command history was cleared Ac sed /etc/sudoers current directory and attempted to run potentially for malicious purposes

which may indicate an attempt to hide activity er file Docker commands. When attempting to

accessed /etc/sudoers, which may indicate an interest install Docker via sudo, the command failed

in system administration or privilege escalation. due to insufficient privileges. The user then




ENT OWL in ONE

Secured Access
Connection

Data Collection

User Access Control

Session
Recording
Clientless Remote
Access @ Search and Reporting

Key Takeaways

Automated/Predictive Actions
via ML/AI algorithms Architecture Agnostic Solution

OWL can be:

 |Implemented at ENT DC, CSPs, or Customer premises
* Implemented as a Cloud Native Microservice-based

* Vendor Agnostic (NO vendor lock-in)

Security Threat
Detection and Alerts

Ericsson Nikola Tesla
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