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This is a story…

…how to 
monetize 
data with 

OWL?

Operations

Wisdom Logging

Quote: Miles Kington

“Knowledge is 
understanding 

that a tomato is 
a fruit.

Wisdom is not 
putting it in a 

fruit salad.”
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Fragmented, Reactive, and Unaudited 
Operations of End Nodes

Operational Assurance
L1-L3

Security Teams & 
Auditors

Data &        
AI/ML Teams

End Node 
OwnersIntegration 

Teams

Reactive 
manual 
support

Passive Data

Complicated 
Access to the 
end Node

Lack of 
Integration

End Node 
Definition

Any IT, OT, or 
Telco hardware 
or software that 
requires remote 
access via 
multiple 
protocols.

Competence Domain 
Teams
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Data Monetization through Unified, 
Secure, and Proactive Operations

OWL toolset supports data transformation into 
actionable knowledge, enabling informed 
decision-making and value creation through data 
monetization.

DIKW Pyramid represents relationships 
between data, information, knowledge 
and wisdom.

Operations Wisdom Logging (OWL) Baseline
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OWL Solution
Basic Components & Benefits

Access Connection

ML/AI 
Analysis&Control

ITSM 
Integration

Consolidated Access 
List

One click away Remote 
Access

User and Groups 
Access       Control

No VPN as Access 
established via web 
browser https

Security Audits

Easier Troubleshooting

Quick Search

GUI sessions search via OCR

Easy session reconstruction of 
performed actions

Session recording

Text transcript of entire session

Reduced response time for 
problem resolution

Automated KMDB update

Known Error management

Competence Build-up

Best practices sharing

Identify suspicious 
activities based on MITRE 
ATT&CK

Early threat detection

Automated actions to  
eliminate attacks

Security Alerts

Data Collection

Developed To be developed per request
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Security Analysis 
Pipeline
Hardware:

• HPE DL360 Gen10

• CPU: 2× Intel Xeon Gold 5317 @ 3.00 GHz (24 
cores, 48 threads)

• RAM: 128 GB DDR4

• GPU: NVIDIA L4 (24 GB GDDR6, Ada Lovelace 
architecture)

LLM Model:

• Qwen2.5-14B-Instruct, a 14.8 billion parameter 
decoder-only transformer model

• The model uses Grouped Query Attention (GQA) 

• Model inference is served by Ollama

• The application layer communicates through 
LiteLLM 1.52.9 

• MITRE ATT&CK knowledge base are mediated 
via the Model Context Protocol (MCP) 
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Security Pipeline 
Architecture
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Security Anomaly Detection
Automation & Reporting
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OWL in ONE

Search and Reporting

Data Collection

Security Threat 
Detection and Alerts

User Access Control

Clientless  Remote 
Access

Secured Access 
Connection

Automated/Predictive Actions
via ML/AI algorithms 

Key Takeaways

Architecture Agnostic Solution
OWL can be:
• Implemented at ENT DC, CSPs, or Customer premises
• Implemented as a Cloud Native Microservice-based
• Vendor Agnostic (NO vendor lock-in)

Session 
Recording
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